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Presenter Notes
Presentation Notes
Fraud is a widespread problem. 
It has evident economic consequences, such as:
1. private enterprises are less financially healthy and stable, 
2. public service quality is lowered, 
3. individual people have less disposable income, 
4. and charities are lost of resources needed for philanthropic reasons. 
Fraud has a substantial and negative influence on the quality of life in every sector of every country.
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Moksliniy tyrimy disertacijos tema apZzvalga ir analizé (Lietuvoje ir
uzsienyje):.
1. 1.1. Disertacijos tyrimo objekto detalizavimas. 2021 m. gruodzio mén. — 2022 m. vasario men. S
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Disertacijos
tema, tyrimo

objektai ir
tikslas

 Disertacijos tema:

Pozymiy konversija siekiant gerinti finansinio sukciavimo aptikimg
EN: Feature conversion for better financial fraud detection

Tyrimo objektai:

Finansinio sukCiavimo aptikimas specializuojantis | kredito korteliy
sukCiavimo atvejus.

EN: The object of this research is financial fraud detection and its special
case - credit card fraud detection.

Tikslas:

Sukurti metoda, leidziant] patobulinti ir sumazinti esamg pozymiy
rinkinj, kad baty pagerintas nesubalansuoty duomeny klasifikavimo
tikslumas, siekiant uztikrinti geresnj sukCiavimo aptikima.

EN: Develop a method to enhance and reduce an existing feature set to
improve the classification performance on imbalanced data for better fraud
detection.
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* Nustatyti atitinkamus mokslinius 1850kius, kylancius sprendziant su
finansinio suk¢iavimo nustatymu susijusias uzduotis.

* Nustatyti tinkamus metodus nesubalansuotiems mokymo duomeny
rinkiniams optimizuoti.

* [vertinti saviorganizuojancio zemelapio galimybes ir panaudojimg
transakcijoms agreguoti ir toliau kurti naujg pozymiy sistema.

 Sukurtl ] nesubalansuoty duomeny rinkinj orientuotg metodg esamam
pozymiy rinkiniul pagerinti ir sumazinti, siekiant geresniy klasifikavimo
rezultaty.

 Sukurti eksperimentine aplinkg, pagrjstg etaloniniais realaus pasaulio
duomenimis, siekiant jrodyti sidlomo sprendimo efektyvuma.

 Apibendrinti rezultatus ir suformuluoti iSvadas.
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Highly imbalanced data case:
Pattern - Guided Feature
Selection to Detect Financial
Fraud
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“Highly imbalanced data case: Pattern -Guided
Feature Selection to Detect Financial Fraud

Challenges with Imbalanced Data”
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Challenges with Imbalanced Data

In financial fraud detection, datasets are typically highly
imbalanced, with fraudulent transactions making up only a
small frastion compared to legitimate enes. This imbalance
creates  significant  challenges, as traditianal machine
learning models often lean toward the majority class, leading
to poor detection of fraudulent cases. Rapid response time
is also erucial in this context; detecting fraud in real-time or
near real-time can prevent further financial loss and limit
the impact on affected accounts.

Pattern-Guided Feature Selection

Pattern-guided feature selection leverages identifiable
patterns within fraudulent transactions to enhance the
detection process. Unlike traditional feature selection
technigues that rely solely on statistical measures, this
approach incorporates behavioral patterns to  prioritize
features most relevant far distinguishing fraud.

Proposed Methed

Algorithm FID-SOM (Feature selection for
imbalanced Data Using SOM)
Require X: Dataset
Require pararms: SOM parameters
Require d; Desired number of features.
Ensure: features subset ensuring high classifier performance
Procedure ScLECTFEATURES:
1. train SOM using parameters params with dataset X
2. form a new dataset Wy, containing nu, weight vectors of m
attributes corresponding to m features of dataset X
normalize Wiy, dataset attributes to a scale of [0,1)
calculate the variance of each attribute
sort attributes based on variance in descending order
select o attributes from the top of the list
select features for dataset X corresponding to the kept attributes

P e

We propose employing Self-Organizing Maps (SOM), which is a special type of artificial
neural network, to select valuable features. The SOM algorithm is applied to the
dataset to cluster similar transactions together and identify patterns of fraudulent

behavior,

/ Q—(“}O-(’}f} and data-driven feature selection process. It
et e el significantly enhances the method’s suitability for
H O diverse scientific applications, where datasets
5 wawsn  Often vary in dimensionality and complexity.

/ FID-SOM was compared with univariate feature

This method dynamically adapts to the data’s
inherent characteristics, ensuring an automatic

e ’}; }\: j{/ selaction mfthcdsr utilizing the F-test, % test and
L mutual informatien, the Recursive Feature
f&}f\x)\ DA Elimination method, and the XGB Importance
3 RRCTAT methed. The goodness of the feature selection
KR E A Miaigh methods was evaluated using F1 score, MCC, G-

Mean, AUC-PR, and AUC-ROC metiics when
(Y / performing %GBoost, CatBoost, and Random
algorithms on three datasets.

Toput Space

Experimental Results

Category DiataSet-A DataSei-B DiataSet-C

o Frand (Percentage] 9865
Fraud [Percentage) 0.14%
& of instances EREE

4 of features

Each dataset is split using a time-based approach. The earliest 80% of
instances are used far training, and the rest of the data, which has
timestamnps later than the training set, is left for testing.
We have used the categorical feature encoding method, the James-Stein
encoder, and discovered it as comparatively best for imbalanced data in
the paper (2], where six feature encoders were compared.

Trained SOM Visualization
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The results suggest that FIDSOM is a consistently high-performing feature selection
method across all datasets, demonstrating reliable outcomes compared to
alternative approaches, While other methods achieve moderate performance, they

i generally are less universal and reach the levels observed with FIDSOM only in
specific datasets. These findings indicate that FIDSOM may provide a more effective
approach to feature selection in this context, though further evaluation may be
necessary to confirm its advantages across broader scenarios,
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Publikuoty straipsniy statistika

Enhancing credit card fraud detection: highly
imbalanced data case

Categorical Feature Encoding Techniques for
Improved Classifier Performance when Dealing

with Imbalanced Data of Fraudulent Transactions
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FID-SOM

algorithm

Algorithm 1 FID-SOM (Feature selection for Imbalanced Data Using SOM)

Require: X: Dataset
Require: params: SOM parameters
Require: d: Desired number of features.
Ensure: features subset ensuring high classifier performance
1: procedure SELECTFEATURES
2: train SOM using parameters params with dataset X
3: form a new dataset Wparp containing npyr weight vectors of m attributes
corresponding to m features of dataset X
4 normalize Wy dataset attributes to a scale of [0,1]
5 calculate the variance of each attribute
6: sort attributes based on variance in descending order
7: select d attributes from the top of the list
8: select features for dataset X corresponding to the kept attributes
9: end procedure




Pozymiy erdves transformacija

\ As an example: |
' 3000 000 transactions
+ with 30 features I

Categorical Feature Encoding Techniques for
Improved Classifier Performance when
Dealing with Imbalanced Data of Fraudulent

Transactions

Transactional Table

ID | Adress |Gender

Amount

Input Table

_____________________

Map 42x42

Encoded Standardized Transactional Table

ID

Adress

Gender

Amount
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Input to Feature

Transformation Step

| With 30 length i

weight vectors

P <= 1764 rows and 30 columns

Best matching Unit weight vectors

: BMU v V2 v.n
1 ------ g 0.0
i
0:1
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Pasiulyto metodo palyginimas su kitais
klasikiniais metodais ir publikacijomis

Table 9: Comparison with other papers splitting data in a time ,
based manner

i Paper Year F1-Score Recall Precision i
i [50] 2019 0.82 0.73 0.93 i
| [51] 2023 0.84 0.74 0.97 |

! FIDSOM* 2024 0.85 0.76 0.97

*FIDSOM with XGB classifier selecting 23 features. Data split 1s done by selecting
i 7T0% of the first data points for training and 30% remaining data points for testing. For
i SOM training, 500 iterations were used with a sigma of 15 and a learning rate of 1.8.

i [50] Fiore, U., De Santis, A., Perla, F., Zanetti, P., Palmieri, F.: Using generative |
adversarial networks for improving classification effectiveness in credit card fraud !
detection. Information Sciences 479, 448-455 (2019)

[51] Fanai, H., Abbasimehr, H.: A novel combined approach based on deep autoen-
' coder and deep classifiers for credit card fraud detection. Expert Systems with

Applications 217, 119562 (2023)

_____________________________________________________________________________________________________________



KITO PUSMECIO DARBO PLANAS

* Daktaro disertacijos parengimas ir svarstymas padalinyje
* Daktaro disertacijos gynimas



¥ -1579- //(\0

Vilniaus
universitetas

AcCilu uz demesj!

Klausimai?



	Slide Number 1
	2021–2025m.
	2024/2025 – I pusmetis
	Doktorantūros studijų pasiekimai
	Mokslinių tyrimų ir disertacijos rengimo planas:�
	Mokslinių tyrimų ir disertacijos rengimo planas:�
	Disertacijos tema, tyrimo objektai ir tikslas 
	Tyrimo uždaviniai�
	Atlikti darbai
	Publikuotų straipsnių statistika
	FID-SOM algorithm 
	Požymių erdvės transformacija
	Pasiūlyto metodo palyginimas su kitais klasikiniais metodais ir publikacijomis
	Slide Number 14
	Klausimai?

